LAFN OUT LOUD

FREE ACCOUNTS TO CENTENARIANS

The Los Angeles Free-Net is pleased to offer free accounts to
centenarians. This action is inspired by our 103 year old user, CIiff
Holliday. CIiff, a political activist and former multi-year president of the
California Congress of Seniors, uses the Free-Net to communicate with
politicians and has received personal replies from noteworthy people,
including Al Gore, Richard Gephardt and Hillary Clinton. We are
including photos of CIiff in this edition of LAFN OUT LOUD.

CIliff Holliday

(with editor Donna Glick )

We’d love to learn more about our users. Please feel free to share your
“human interest” story by emailing eartestr@lafn.org

SPECIAL DEALS AND SHOPPING ON-LINE

Just a reminder to our users, when shopping on-line, please use our
“special deals” links from our home page. We link to many retailers of
fine goods and providers of services that will make donations to LAFN
when you purchase items from their website via our “special deals”
page. However, LAFN receives credit only when these links in “Special
deals” are used. Donations help underwrite our costs and allow us to
keep our fees affordable. Your support is greatly appreciated.

REQUESTING E-MAIL BYPASSES FROM LAEN

We have encountered enough problems with bypass requests that it’s time to
put out some guidelines on how best to get them done right the first time.
Frequently we receive requests that look just like a virus. Often the user just



forwards the blocked response with no instructions. We receive dozens of
viruses daily. If it looks like a virus, we delete it without opening it.
Therefore, make it look like it’'s a request from a LAFN user. Making the
subject indicate it’'s a bypass request is the best approach.

Keep it Simple:

Frequently we receive requests for which the wording is just not parseable.
Please note these are not from non-English native people. While the

requests from those people may have bad grammar, wrong spelling, etc.,
they are always very easy to read and understand. You do not need lots of
discussion, justification, etc. Just a quick note to please bypass the
following address is adequate. While technically we do not unblock an
individual address, we will accept that terminology also.

Get the Address Right:

There have been a lot of problems lately with the address to be bypassed.
Frequently we receive an address which is obviously not right. Often the top
level domain is missing. We may be able to guess it, but often that does not
work. About all we can do is request a clarification. Often, the address has
been “cut and pasted” from somewhere — and when we acknowledge the
bypasses in place, we get an “oops” that’'s the wrong address. Sometimes
they are retyped and are not right. In these cases we usually get a complaint
a few days later that the bypass does not work and would we please get it
right this time. Sometimes they even send the right address the second time.
Sometimes not and it takes a few more e-mails before we find out what the
right address is.

Another common problem is that a user forwards us a request to bypass the
address to which they are sending. That works except when the desired
user uses a different address to send from. Bypasses only work for the listed
address. Often people have multiple addresses. They may not be sending
from the one you know. We can offer sympathy, but that’'s about it.
Sometimes we can get very lucky digging through the logs and figure out the
proper address to bypass. That will only work if the LAFN user only receives
a couple e-mails daily. It takes a lot of work to walk through the logs. LAFN
receives a lot of e-mail daily.

If the address in your request is a mailto: form, then we cannot cut and paste
it into the mail server. mailto: forms often have a different color and
underlines in messages. If you turn off HTML formatting it will look like
mailto://luser@somewhere.loc  Those forms take additional work on our
part to get them into the server properly. They should just be addresses, one
per line without HTML formatting. Also, make sure your LAFN user id is in
the message. It's already there if you send while connected to LAFN.
However, some users forward their mail to another ISP and receive all mail
there. We have to be able to verify you are the owner of the LAFN before we
will establish a bypass. We do get spammers requesting bypasses for their




spam addresses. If you send from another ISP and the names do not match
the LAFN account record for our account, it will not be processed.
Obviously, it’s best to originate from your LAFN account.

Request Daily Notification:

So, the best approach for using e-mail bypasses is to go to User Services
and activate blocked mail notification. This will give you the real address that
was used when the message was blocked. However, do not just forward the
message and say bypass the fourth address. Sometimes someone counts
wrong and once we even had a large spammer bypassed because the user
miscounted in their request. Our spam blocking manager screamed quite
loudly at me for that because it opened up a large volume of spam to a
number of our users.

Important Advice:

Do not try to cut and paste the desired address into the text. Cut and paste
seems to frequently introduce errors. If the original message is included we
might notice the difference and take the proper address, but experience has
shown that does not always work. | even received one request to bypass the
address below and the forwarded blocked message had three addresses.

We were left to guess which one was desired, and, yes, we got it wrong.

Therefore, forward the blocked message but first remove the addresses you
do not want bypassed. Then, make the subject something like bypass
request and we will not have any excuses for botching it.

Keep In Mind:

Some other things to keep in mind: do not bother asking to have all
addresses at spammer.com unblocked. Unblocking a domain requires that
they or the ISP they use resolve the spam issue first They are blocked
because someone using one of their addresses is spamming LAFN users.
Spammers do not identify themselves in their spam. They know that if they
do, most ISPs will terminate their accounts. That is not beneficial to them.
Therefore, they set up the messages to point to non-existent users or
someone they do not care about. Addresses inside the message are never
checked by the mail system. You can be listed as the originator of spam
messages sent from anywhere in the internet. It happens daily. The KLEZ
virus does this quite well. You may even be the recipient of a spam message
showing you as the originator.

Replying to “click here to remove you from our address list” is usually only
going to validate your e-mail address as one that is actually read. That way it
can be sold for a higher rate to other spammers. Unless it is a well known
corporation list, do not respond. You will become a popular spam recipient
otherwise.



Frequently you may receive another blocked notification after we have
responded that the bypass was established. This normally is not a problem
with the bypass. It goes into effect as soon as we enter it. The problem is
that the blocked mail notices are at least a day behind and sometimes two
days behind. If you send a second request for a bypass, we are liable not to
catch it. If it gets entered twice, then the update to the mail server does not
work and all the bypasses for that time are not included. We have to go back
and manually figure out where the duplicate is and remove it before any of
the day’s bypasses are actually included.

Spam E-mail Bouncing:

There are a few products available that enable you to bounce an undesired
e-mail back to the originator as if your address did not exist. This tries to
replicate the non-delivery message that the originator would receive if the
address was valid. The objective is to convince the spammer that your
address is not valid so they will leave you alone.

While that is a great objective, there is a significant problem with the
approach they use. The original connection from the originating Mail
Transfer Agent is long closed by the time you send the fake non-delivery
response. The originator has already known that it was delivered. Real
non-delivery messages are returned using the original connection. The
addresses in the message are never used. A quick check of the headers by
the spammer will show that the fake non-delivery address came from a valid
address. | suspect the spammers already are aware of this. Generally for
real spam, the return address is forged or a random, non-existent address.
As a result, the fake non-delivery message cannot be delivered to anyone
and just fills up my mailbox. | am starting to receive a significant number of
them daily and each takes some time to figure out that its a fake non-
delivery message.

Unfortunately, this approach is not very effective at reducing the use of your
e-mail address for spam

THE RECENT LOSS OF INTERNET ACCESS

On July 3T, LAFN lost its internet access. The telco providing the line was
not able to restore the circuit within 24 hours so we initiated a switch over to
a line that should have been disconnected last year. For some unknown
reason that line was still operational so we used it temporarily.
Unfortunately, during that period, there was no way for the vast majority of
LAFN users to access the system bulletins or news groups for status. As a
result, LAFN has created a web page at http:/lafn.blogspot.com/ that we

will use to provide status information in the event of another similar incident.




It also appears that our toll-free answering service was inoperative during
much of this time as there were no calls recorded and we just do not believe
no one called. After the internet connection was restored the voice mailbox
quickly filled up. The answering machine and phone lines are provided to
LAFN as a donation by another company. If you call the message and get

switched to an operator, do not try to leave a message with them. The

operators do not have any knowledge about LAFN. If you do get an operator,
either there is a problem with the system or the mailbox is full. Check the
URL above and if there is no system problem, send ops an e-mail. The

mailbox is checked several times each week, so keep in mind that normally
trouble tickets entered via the web will be more responsive.

That’s all for now. Until our next newsletter keep LAFN OUT LOUD.

Donna Glick gartestr@lafn.org
Public Relations

Doug Hardie bc979@lafn.org
System Administrator



